Accepted Manuscript

Performance evaluation of cloud-based log file analysis with Apache
Hadoop and Apache Spark
Ilias Mavridis, Eleni Karatza
PII:
DOI:
Reference:

S0164-1212(16)30237-0
10.1016/j.jss.2016.11.037
JSS 9889

To appear in:

The Journal of Systems & Software

Received date:
Revised date:
Accepted date:

22 April 2016
19 October 2016
23 November 2016

Please cite this article as: Ilias Mavridis, Eleni Karatza, Performance evaluation of cloud-based log file
analysis with Apache Hadoop and Apache Spark, The Journal of Systems & Software (2016), doi:
10.1016/j.jss.2016.11.037

This is a PDF file of an unedited manuscript that has been accepted for publication. As a service
to our customers we are providing this early version of the manuscript. The manuscript will undergo
copyediting, typesetting, and review of the resulting proof before it is published in its final form. Please
note that during the production process errors may be discovered which could affect the content, and
all legal disclaimers that apply to the journal pertain.

ACCEPTED MANUSCRIPT

1

Highlights

AC

CE

PT

ED

M

AN
US

CR
IP
T

– We focus on three performance indicators, the execution time, resource utilization and
scalability.
– We conducted realistic log file analysis experiments in both frameworks.
– We proposed a power consumption model and an utilization-based cost estimation.
– We experimentally confirmed Spark’s best performance.
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Log files are generated in many different formats by a plethora of devices and
software. The proper analysis of these files can lead to useful information about
various aspects of each system. Cloud computing appears to be suitable for
this type of analysis, as it is capable to manage the high production rate, the
large size and the diversity of log files. In this paper we investigated log file
analysis with the cloud computational frameworks ApacheTM Hadoop R and
Apache SparkTM . We developed realistic log file analysis applications in both
frameworks and we performed SQL-type queries in real Apache Web Server log
files. Various experiments were performed with different parameters in order to
study and compare the performance of the two frameworks.
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1. Introduction
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Log files are a very important source of information, useful in many cases.
However as the scale and complexity of the systems are being increased, the
analysis of log files is becoming more and more demanding. The effort of collecting, storing and indexing a large number of logs is aggravated even more
when the logs are heterogeneous.
The log production rate can reach to several TeraBytes (TB) or PetaBytes
(PB) per day. For example Facebook dealt with 130 TB of logs every day in
2010 [1] and in 2014 they have stored 300 PB of logs [2]. Due to the size of these
datasets conventional database solutions cannot be used for the analysis, instead
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virtual databases combined with distributed and parallel processing systems are
considered more appropriate [3].
Although there are still open challenges, cloud or even interconnected cloud
systems [4] meet the needs of log analysis. Cloud is a field proven solution that
is used for years by many big companies like Facebook, Amazon, ebay, etc. to
analyze logs. Also in academia there are many studies that investigated cloud
computing (mainly Hadoop) to analyze logs [5] - [15]. By the aforementioned,
we can assume that log analysis is a big data use case and as a result many of
the important challenges of cloud-based log file analysis are actually big data
challenges. These challenges like data variety, data storage, data processing,
and resource management are studied in many works [16].
The data variety research issues are related to the handling of the increasing
volume of data, to the extraction of meaningful content and to the aggregation
and correlation of streaming data from multiple sources. Data storage related
issues are about efficient methods to recognize and store important information,
techniques to store large volumes of information in a way it can be easily retrieved and migrated between data centers. The data processing and resource
management are about programming models optimized for streaming and multidimensional data, engines able to combine multiple programming models on a
single solution and resource usage and energy consumption optimization techniques.
Also the analysis of log files comes with some extra challenges. Since many
systems are distributed and heterogeneous, logs from a number of components
must be correlated first [17]. Moreover, maybe there are missing, duplicate
or misleading data that makes log analysis more complex or even impossible.
Furthermore many analytical and statistical modeling techniques do not always
provide actionable insights [17]. For example, statistical techniques could reveal
an anomaly in network utilization, but they do not explain how to address this
problem.
Hadoop is the framework that has mainly been used for log analysis in cloud
by many big companies and in academia too [5]-[15]. Hadoop was originally
designed for batch processing providing scalability and fault tolerance but not
fast performance [18]. It enables applications to run even in thousands of nodes
with Petabytes of data. Hadoop manages the large amount of log data by
breaking up the files into blocks and distributes them to the nodes of the Hadoop
cluster. It follows a similar strategy for computing by breaking jobs into a
number of smaller tasks. Hadoop supports quick retrieval and searching of log
data, scales well, supports faster data insertion rates than traditional database
systems and is fault tolerant [19].
Hadoop follows a processing model that frequently writes and reads data
from the disk; this affects its performance and makes it unsuitable for real-time
applications [20]. On the other hand, Spark uses more effectively the main
memory and minimizes these data transfers from and to disk, by performing
in-memory computations. Also Spark provides a new set of high-level tools for
SQL queries, stream processing, machine learning and graph processing [21].
The main contribution of this work is the performance evaluation of log file
2
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analysis with Hadoop and Spark. Although log analysis in cloud has been studied in many works like [5]-[15], most of them are about Hadoop based tools and
they ignore the powerful Spark. Our work complements the existing studies
by investigating and comparing the performance of realistic log analysis applications in both Hadoop and Spark. To the best of our knowledge this is the
first work that investigates and compares the performance of real log analysis applications in Hadoop and Spark with real world log data. We conducted
several experiments with different parameters in order to study and compare
the performance of the two frameworks. This paper extends our previous work
[22] by introducing two additional performance indicators, scalability and resource utilization. Also we proposed a power consumption model and we make
an utilization-based cost estimation. In order to further investigate the performance of log analysis we developed additional applications and we conducted a
new series of experiments in both frameworks.
The rest of the paper is organized as follows. Section II provides an overview
of related research. Section III describes briefly what is a log file and log file
analysis in cloud. Section IV outlines the two open source computing frameworks Hadoop and Spark. Section V describes the setup of our experiments.
Section VI presents the experimental results and the evaluation of the frameworks. Finally Section VII concludes this paper.
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Cloud computing for log file analysis is presented in several studies. In [5],
the authors highlighted the differences between traditional relational database
and big data. They claimed that log files are produced in higher rate than
traditional systems can serve and they proposed and presented log file analysis
with Hadoop cluster.
A weblog analysis system based on Hadoop HDFS, Hadoop MapReduce
and Pig Latin Language was implemented in [6]. The proposed system aims
to overcome the bottleneck of massive data processing of traditional relational
databases. The system was designed to assist administrators to quickly analyze
log data and take business decisions. It provides an administrator monitoring
system, problem identification and systems future trend prediction.
Narkhede et al. presented a Hadoop based system with Pig for web log applications [7]. A web application was created to store log files on Hadoop cluster,
run MapReduce jobs and display results in graphical formats. The authors concluded that Hadoop can successfully and efficiently process large datasets by
moving computation to the data rather than moving data to computation.
In agreement with [6] and [7], [8] proposed mass log data processing and data
mining methods based on Hadoop to achieve scalability and high performance.
To achieve scalability and reliability, log data are stored in HDFS and are processed with Hadoop MapReduce. In this case, the experimental results showed
that the Hadoop based processing and mining system improved the performance
of statistics query.

3
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In [9], the authors presented a scalable platform named Analysis Farm, for
network log analysis with fast aggregation and agile query. To achieve storage
scale-out, computation scale-out and agile query, OpenStack was used for resource provisioning and MongoDB for log storage and analysis. In experiments
with Analysis Farm prototype with ten MongoDB servers, the system managed
to aggregate about three million log records in a ten minute interval time and
effectively queried more than four hundred million records per day.
In [10], a Hadoop based flow logs analyzing system has been proposed. This
system uses a new script language called Log-QL. Log-QL is a SQL-like language that was translated and submitted to the MapReduce framework. After
experiments the authors concluded that their distributed system is faster and
can handle much bigger datasets compared to centralized systems.
A cloud platform for log data analysis that combines Hadoop and Spark is
presented in [11]. The proposed platform has batch processing and in-memory
computing capabilities by using Hadoop, Spark and Hive/Shark at the same
time. The authors claimed that their platform managed to analyze logs with
higher stability, availability and efficiency than standalone Hadoop-based log
analysis tools.
Liu et al. implemented a MapReduce-based framework to analyze log files
for anomaly detection [12]. The system monitors the distributed cluster status
and detects its anomalies by following a specific methodology. First, system logs
were collected from each node of the monitored cluster to the analysis cluster.
Then, the K-means clustering algorithm was applied to integrate the collected
logs. After that, a MapReduce-Based algorithm was executed to parse these
clustered log files.
In [13], log file analysis was used for system threats and problem identification. The proposed system used a MapReduce algorithm to identify the security
threats and problems. With this technique the proposed system achieved a significant improvement in response time of large log files analysis that leads to a
faster reaction by system’s administrator.
Log file analysis can also be used for intrusion detection. In [14], the authors
described the architecture and implemented an intrusion detection system based
on log analysis. They described an approach that uses Hadoop MapReduce
in order to enhance throughput and scalability. Various experiments showed
that the system fulfills the initial expectations for scalability, fault tolerant and
reliability.
Finally in [15] the authors presented SAFAL, a Spatio-temporal Analyzer
of FTP Access Logs that uses Hadoop MapReduce and aims to identify trends
in GPS data usage. The specific log files contain massive amounts of data like
meteorological and digital imagery data. After several experiments the authors
found that SAFAL was able to analyze very efficiently millions of lines of FTP
Access Logs and that it could be possible to create near real time maps.
The majority of the above studies are about Hadoop and they do not take
into consideration the powerful Spark to analyze logs. Our work differentiates
from the existing ones by investigating and comparing the performance of realistic log analysis applications in both Hadoop and Spark. To the best of our
4
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knowledge this is the first work that studies the performance of real log analysis
applications in Hadoop and Spark with real world log data.
3. Log file analysis
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Log file analysis is the analysis of log data in order to extract some useful
information [21]. A proper analysis requires a good knowledge of the device
or software that produces the log data. It must be clear how the system that
produces the logs works and what is good, suspicious or bad for it. Worth noting
that a same value in two different systems maybe is bad for one but completely
normal for the other.
3.1. Log files
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Each working computer system collects information about various operations. This information is stored in specific files which called log files [23]. Log
files are consisting of log messages or simply log(s). A log message is what a
computer system, software, etc. generates in response to some sort of stimulation [19]. The information that pulled out of a log message and declares the
reason that the log message was generated is called log data [19].
A common log message contains the timestamp, the source, and the data.
The timestamp indicates the time at which the log message was created. The
source is the system that created the log message and the data is the core of the
log message. Unfortunately this format is not a standard; a log message can be
significantly different from system to system.
One of the most common used types of log files in the web is the log file
that is generated by the Apache HTTP Server [24]. Figure 1 shows the first
ten lines of a real Apache web access log file.
As shown in Figure 1, the first element of each row is the ip address of
the client (e.g., 157.55.33.xx0) or may be the name of the node that made the
request to the server. Then there are two dashes (- -) that means that there
is no value for this two fields [24]. The first dash stands for the identity of the
client specified in RFC 1413 [25], and the second dash represents the user id
of the person requesting the server. The fourth element in each of these log
messages indicates the date and time that the clients request had been served
by the server and in the same brackets there is the servers time zone (e.g., 0800). Next in double quotes is the request line from the client. The request
line first contains the method that has been used by the client (e.g., GET), then
5
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is the requested source (e.g., /poll/chartpoll2.php) and finally the used protocol
(e.g., HTTP/1.1). At the end of each row there are two numbers that follow the
request line. The first number is the status code that the server returns to the
client (e.g., 200) and the last number indicates the size of the object returned
to the client and is usually expressed in bytes (e.g., 6210).
3.2. Log analysis in the Cloud
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The growing need for processing and storing resources for log analysis can
be fulfilled by the virtually unlimited resources of cloud. By the combination
of cloud and log analysis, a new term emerged the Logging as a Service (LaaS).
With LaaS anybody can collect, store, index and analyze log data from different
systems, without the need of purchasing, installing and maintaining his own
hardware and software solutions.
There are some cloud service providers that maintain globally distributed
data centers who undertake to analyze log files for one of their clients [26].
Usually these providers offer real-time, birds-eye view of the logs, a customized
dashboard with easy to read line, bar, or pie charts. Users of such services can
collect logs from various devices and software and submit them to the cloud
using pre-built connectors for different languages and environments, as shown
in Figure 2.

Figure 2: Logging as a Service (LaaS).

AC

To uploading logs to the cloud, most LaaS providers support Syslog (the
most widespread logging standard), TCP/UDP, SSL/TLS and a proprietary
API typically RESTful over HTTP/HTTPS [19]. Also many providers have
custom APIs in order to support not Syslog logs and a customizable alerting
system.
The LaaS is a quite new cloud service but there are already providers like
[27] and [28] which offer different service products. There are some features
and capabilities common to all and some others that may vary from provider to
provider. Every LaaS must support file uploading from the user to the cloud,
6
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indexing of data (for fast search, etc.), long-term storage and a user interface
for searching and reviewing the data [19]. Most providers also support various
types of log formats and have their own API [27] [28]. Moreover, the majority
of providers charge their services with the model pay as you go, where the user
is charged depending on the use of services he has made.
On the other hand, not every LaaS provider is the same. For example there
are differences in the way that each provider has developed its system [19], some
providers have built their services to anothers cloud infrastructure, while others
in their own cloud infrastructure. Also, although all LaaS providers offer the
possibility of long-term storage of data, the charges are not the same and the
highest possible storage time differs also. Furthermore as it was expected the
charges vary from provider to provider.

M

We studied two of the most commonly used cloud computational frameworks,
Hadoop and Spark. Hadoop is a well-established framework that is used for
storing, managing and processing large data volumes for many years by web
behemoths like Facebook, Yahoo, Adobe, Twitter, ebay, IBM, Linkedin and
Spotify [29]. Hadoop is based on MapReduce programming model for batch
processing. However the need for faster real-time data analysis led to a new
general engine for large-scale data processing, Spark. Spark was developed by
AMPLab [30] of UC Berkeley and it can achieve up to one hundred times higher
performance compared to Hadoop MapReduce [31] by using more effectively the
main memory.

ED

4.1. Apache Hadoop
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Hadoop origins from Apache Nutch [32], which is an open source search
engine. Basic elements to the creation of Hadoop were two Google studies, the
first one was published in 2003 and describes the Google Distributed Filesystem
(GFS) [33] and the second one was published in 2004, and describes MapReduce
[34]. In February 2006 a part of Nutch became independent and created Hadoop.
In 2010 a team from Yahoo began to design the next generation of Hadoop, the
Hadoop YARN (Yet Another Resource Negotiator) or MapReduce2 [35].
YARN changed the resource management of Hadoop and supported a wide
range of new applications with new features. YARN is more general than
MapReduce (Figure 3), in fact MapReduce is a YARN application. There
are other YARN applications like Spark [36], which can run parallel to the
MapReduce, under the same resource manager.
4.1.1. Hadoop Distributed File System
Hadoop Distributed File System (HDFS) stores files into blocks of a fixed
size in different nodes of Hadoop cluster [37] (Figure 4). By dividing files into
smaller blocks, HDFS can store much bigger files than the disk capacity of each

7

CR
IP
T

ACCEPTED MANUSCRIPT

M

AN
US

Figure 3: Hadoop 1.0 to Hadoop 2.0 [36].
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Figure 4: HDFS architecture.
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node. The stored files follow the write-once, read-many approach and cannot
be modified.
The HDFS follows the master/slave model. The NameNode is the master
that manages the file system namespace and determines the access of the clients
to the files. The slaves are called DataNodes and are responsible for storing
the data and executing NameNodes instructions. For fault-tolerance, HDFS
replicates each block of a DataNode to other additional nodes [41].

AC

4.1.2. MapReduce
MapReduce was presented by Googles paper [34] and is a batch-based, distributed computing model. A MapReduce program consists of the Map Phase
and the Reduce Phase [34]. Initially the data are processed by the map function
and produce an intermediate result in the form of (Key, Value). After that follows the reduce function. The reduce function performs a summary operation
that processes the intermediate results and generates the final result.
In the original version of the Hadoop MapReduce there are two types of
nodes, the JobTracker (master) and TaskTrackers (slaves). In each MapReduce cluster there is a JobTracker that is responsible for resource management,
job scheduling and monitoring [42]. The TaskTrackers run processes that were
8
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assigned to them by the JobTracker.
With Hadoop YARN, there is no longer a single JobTracker that does all
the resource management, instead the ResourceManager and the NodeManager
manage the applications. The ResourceManager is allocating resources to the
different applications of the cluster. The ApplicationMaster negotiates resources
from the ResourceManager and works with the NodeManager(s) to execute and
monitor the component tasks [35]. The new Hadoop YARN is more scalable
and generic than the previous version and it supports applications that do not
follow the MapReduce model.
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4.2. Apache Spark
Spark was developed in 2009 by AMPLab of UC Berkeley and became an
open source project in 2010 [21]. In 2013, the program was donated to the
Apache software foundation [43] and in November 2014, the engineering team
at Databricks set a new record in large-scale sorting by using Spark [44].
Spark extends the popular MapReduce model and supports the combination
of a wider range of data processing techniques, such as SQL-type queries and
data flow processing. For ease of use, Spark has Python, Java, Scala and SQL
APIs, and many embedded libraries.
One of the main features of Spark is the exploitation of main memory [45].
It may accelerate an application to one hundred times using memory and ten
times using only the disc compared to Hadoop MapReduce [21].
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4.2.1. Spark ecosystem
Spark is a general purpose engine that supports higher-level items specialized to a particular kind of processing [21]. These components are designed to
operate close to the core, and can be used as libraries for application development.

Figure 5: Spark ecosystem.

The components of the Spark ecosystem are [21]:
• Spark Core: Is the general execution engine for the Spark platform and
every other functionality is built on top of it.
9
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• MLlib: Is a scalable machine learning library.
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• Spark Streaming: Enables the real time processing of streaming and historical data.
• GraphX:Is a graph computation engine that enables the manipulation and
parallel processing of graphs.
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4.2.2. Resilient Distributed Dataset
Resilient Distributed Dataset (RDD) is Spark’s parallel and fault-tolerant
data structure [46]. Spark automatically distributes the RDD data into the
cluster and performs parallel operations on them. RDDs can contain any object
or class of Python, Java or Scala. One of the most important capabilities of
Spark is the persisting or caching a dataset in main memory [21]. The cached
RDDs are fault-tolerant and are processed much faster by the nodes of the
cluster.
RDD supports two types of operations. Transformations which generate a
new dataset from an existing one, and actions which return a value from a
dataset [47]. For example, map is a transformation that passes each element
of a RDD to a function and results to a new RDD with the computed values.
On the contrary, reduce is an action that passes each element of a RDD to a
function and returns a single value as a result.
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4.3. Key differences between Hadoop and Spark
The big difference between Hadoop and Spark is that Hadoop processes data
on disk while Spark processes data in-memory and tries to minimize the disk
usage. Spark avoids using the disk by keeping data in memory between Map
and Reduce phases. By this way it achieves a performance boost especially for
applications that do many iterative computations on the same data.
However, Spark needs a lot of memory to caching the data. If Spark runs on
YARN with other resource-demanding services, or the data are more than the
available memory, then it is possible for Hadoop to reach Sparks performance.
Also the use of main memory affects the cost of the infrastructure. Memory
resources are more expensive than disk and as a result Spark needs a more
expensive infrastructure to run properly compared to Hadoop. However Spark
is more cost-effective due to its better performance.
Spark has also build-in modules for stream processing, machine learning and
graph processing, without the need of any additional platforms like Hadoop does.
Hadoop MapReduce is suitable for batch processing but it needs another platform like Storm for stream processing, which requires additional maintenance.
Also because Spark uses micro batches is more stable for stream processing than
Hadoop. Hadoop is mainly for static data operations and for applications that
do not need direct results. On the other hand for applications like analytics
on streaming data, or applications with multiple operations Spark is the best
choice.
10
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filters. Spark can run on YARN and use Kerberos authentication, HDFS file
permissions and encryption between nodes. Hadoop is more secured and has
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4.4. SQL-type queries in Hadoop and Spark
SQL is a special purpose programming language that is used for many years
to manage data in relational databases. Although SQL is not suitable for every
data problem and maybe it can’t be used for complicated analysis, it is being
used by many enterprise developers and business analysts because it is easy to
use. For these reasons we investigated the distributed SQL-type querying with
Apache Hive and Spark SQL. We study in which way and in how much time
the semi-structured text log data that are stored in HDFS can be represented
in tables of a virtual relational database and how Spark can access and process
Hive data. Since we got the data into tables we performed several experiments
to find out how much additional time a SQL query needs to run compared to a
similar Hadoop or Spark application. After these experiments we concluded if
the additional time of developing a Hadoop or Spark java application is justified
by the execution time improvement.
Hive is developed by Facebook to run queries on large volume of data [49].
Hive uses a SQL type language the HiveQL and transforms SQL queries into
MapReduce jobs. It does not create MapReduce applications, but Mapper and
Reducer modules that were regulated by an XML file [50]. There are several
interfaces that can be used to access Hive [50]. There is a command line interface
(CLI) and various graphical user interfaces, commercial or open source such as
Hue [51] of Cloudera. In this work we used the CLI interface.
For SQL-type querying with Spark we used a module that it is embedded in
Spark framework, the Spark SQL [52]. Spark SQL can be used in a Spark application as a library and also with external tools connected with JDBC/ODBC
[53]. The JDBC server operates as an autonomous Spark driver and can be used
by many users. Every user can store tables in memory and execute queries. Also
Spark SQL can exist with Apache Hive and offers additional features such as
access to Hive boards, UDFs (user-defined functions), SerDes (serialization and
deserialization formats) and execution of SQL-type queries with HiveQL.
5. Experimental setup

AC

We have conducted a series of experiments in order to evaluate the performance of Hadoop and Spark. We used an IaaS (Infrastructure as a Service)
to create a private cloud infrastructure and we developed and ran realistic log
analysis applications with real log files.
5.1. Cluster Architecture
For the experiments we used the virtualized computing resources of Okeanos
[54]. Okeanos is an open source IaaS, developed by the Greek Research and
11
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Technology Network [55]. It is offered to the Greek Research and Academic
community and provides access to virtual machines, virtual ethernets, virtual
disks, and virtual firewalls, over a web-based UI. Okeanos used Google Ganeti
for the backend and Python/Django API for the frontend. The hypervisor is
KVM and the frequency of CPUs is 2100 MHz.
With the available computing resources of Okeanos we created six virtual
machines that are connected to a virtual private local network. In this cluster
there is a master node and five slave nodes. As shown in table 1 the master
node is equipped with 8 virtual cores, 8 GB of memory and 40 GB of disk space.
The five slave nodes are less powerful and each one of them has 4 virtual cores,
6 GB of memory and 40 GB of disk space.

Virtual Cores

Memory

Disk

Network

Master

8

8 GB

40 GB

Slave1

4

6 GB

40 GB

Slave2

4

6 GB

40 GB

Slave3

4

6 GB

40 GB

Slave4

4

6 GB

40 GB

6 GB

40 GB

Local
(192.168.0.1) Public (83.212.xx.xx)
Local
(192.168.0.2)
Local
(192.168.0.3)
Local
(192.168.0.4)
Local
(192.168.0.5)
Local
(192.168.0.6)
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Slave5
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The operating system deployed across all nodes is Debian Base 8.2. Also
(as Hadoop requires) in every node has been installed the java version 1.7.0
and there is passwordless ssh between the nodes in order to be possible for
Hadoop to start and stop various daemons and execute some other utilities [56].
Finally the master node except from the private local ip has also a public ip for
administrative and monitor purposes.

AC

5.2. The Dataset
For the experiments was used a real world Apache HTTP Server log file
from a company’s website. Part of the log file that is used in our experiments in
shown in Figure 1. This file was found after a relevant search on the internet
and it consists of semi-structured text data. Its size is 1 GB and contains more
than nine million lines of log messages. For the experiments that required bigger
input file, the content of the original file was copied and merged to one new file.
We did not apply any preprocessing to the file before the actual experiments.
12
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To run the experiments we saved the data in HDFS, in blocks of 128 MB.
Because the number of active nodes will be different during the experiments
every data block was copied to all Datanodes. By this way even if there is only
one active Datanode still it will have all the necessary blocks to recreate the
original file.
Also in order to execute SQL queries the data must be structured in tables.
As the logs are already in HDFS there is no need to re-upload the data. Hive
can easily use this data, define the relationships and create a virtual relational
database. Using Hive [57] and the appropriate regular expressions we created
the database tables in a few seconds.
5.3. Metrics and monitoring tools
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In our experiments we took measurements related to the application execution time and resource utilization. These metrics help us to understand the
performance impact of different parameters such as input dataset, number of
active nodes and type of application. We recorded utilization information about
CPU, main memory, disk and network for every node for every moment that
the experiments rn.
Sysstat [58] and Ganglia [59] are the main tools that were used to analyze
the resource utilization of the cluster nodes. Sysstat is a monitoring package
for Linux systems with low overhead that can be easily used to gather system
performance and usage activity information. There are Cloud specific monitoring tools such as Amazon CloudWatch, AzureWatch, Nimsoft and CloudKick [60] but the main disadvantage is that many of them are commercial and
provider-dependent. For instance, Amazon Cloud Watch monitors Amazon Web
Services(AWS) such as Amazon EC2, Amazon RDS DB instances, and applications running on AWS.
On the other hand there are General purpose monitoring tools that were
developed before the advent of Cloud Computing for monitoring of IT infrastructure resources. Many of these tools are evolved and adopted in Cloud. Such
tools are Ganglia, Nagios, Collectd, Cacti and Tivoli. General purpose infrastructure monitoring tools usually follow a clientserver model by installing an
agent in every system to be monitored.
We selected the open source Ganglia rather than other powerful tool like
JCatascopia [61] because Ganglia is lightweight and in many cases adds the lowest overhead at the monitoring hosts compared to other tools. It has features
such as scalability, portability and extensibility [60] and it’s well documented.
Also Ganglia fulfills the monitoring requirements of our experiments as it supports Hadoop and Spark with more than one hundred special built-in metrics
like HDFS and YARN metrics.
5.4. Experimental scenarios
In order to investigate the log file analysis with Hadoop and Spark we developed realistic applications in both frameworks. All applications are developed
in java and are developed with the Eclipse IDE and Apache Maven. The log
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Figure 6: Ganglia monitoring tool.
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files that we used for our experiments are stored in HDFS and are accessible by
both Hadoop and Spark applications. All applications read the input data from
HDFS and produce output results in simple format that can be represented
easily in charts and graphs. To parse the log data we used regular expressions.
As we are dealing with http log files, we considered that it would be quite
possible for an administrator of a webpage to ask for information about traffic
distribution, detection of possible threats and error identification.
Concerning the traffic distribution we developed two applications. The first
application measures the requests to the web server and sorts them by day. By
this way we can find out how the overall traffic is distributed into the seven days
of the week and with minor changes in the source code it could be possible to
find the traffic per seconds till years. The second application finds the ten most
popular requests and displays them in descending order.
Taking into consideration that one of the most common attacks is denial of
service attack (DoS attacks) [62], we developed two applications for detecting
and help preventing this kind of malicious attack. So the third application
that we developed for both frameworks searches for moments with abnormal
big number of identical requests to the server and displays the time and the
number of requests. The fourth application examines the suspicious for DoS
attack moments, counts and displays the requests that every client made. By
this way it is possible to detect the id of suspicious clients and take prevention
measures like updating the systems firewall.
Finally we developed another two applications for error detection and correction. In the http log file when a response code is bigger than 300 that means
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that there is an error [63]. So the fifth application identifies the type of errors
and counts them. The final application takes the type of an error and returns
the specific requests that create the majority of the errors. With these two
applications a webpage administrator can identify, count and then correct the
errors.

There are many works that investigated the performance of cloud computing
and studied how various factors affect it [64]-[73]. In our study we focus on three
performance indicators, execution time, resource utilization and scalability. We
also estimated and compared the cost and power consumption of Hadoop and
Spark based on resource utilization and execution time measurements.
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6.1. Execution time

We conducted several experiments to examine how the total execution time
of each application is affected by the number of active slave nodes, the size of
the input file and the type of application.
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6.1.1. Hadoop execution time
In Figure 7 we see the execution times of six Hadoop applications that
were executed with the same input file with different number of slave nodes. In
Figure 8 and Figure 9 we see the results of the same experiments with different
input file sizes.

Figure 7: Execution time of Hadoop applications with 1.1 GB input file.

In Figures 7, 8 and 9 we observe an execution time reduction when the
number of active nodes is increased and an execution time increment when the
input file size gets bigger. These observations are completely reasonable because
15
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Figure 8: Execution time of Hadoop applications with 5.5 GB input file.
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by these ways the processing volume for each node has been increased and as a
result the processing time has been increased too.
We also see that in all cases the first three applications take considerably
more time to run than the others. This happens because the Reduce Phase of
the first three applications requires much more processing work than the Reduce
Phase of the others. For example Figure 10 shows the map and reduce execution
times for two applications that presents big difference in overall execution time.
As we can see for the first application the Map and Reduce execution times is
almost the same whereas in the second application the Reduce execution time
is significantly less.
In Figure 11 we see the average execution times of the six Hadoop applications. We observe that there is a slight difference in execution times between two
to five nodes for the smaller file. This makes sense because the file is relatively
small and two nodes have enough computing power to execute the required processes. On the other hand for the same reason we see a bigger difference in
execution times for the larger files where each additional node affects more the
total execution time.

AC

6.1.2. Spark execution time
In correspondence to Hadoop experiments, relevant experiments carried out
with Spark and the results are presented in Figures 12, 13, 14. Spark applications can run as a standalone Spark applications or executed on YARN. For
the following experiments the applications run as standalone Spark applications
(both are supported from the developed system).
In these experiments we generally observed that Spark is significantly faster
than Hadoop. As shown in Figures 12, 13 and 14 the increment of the
size of the input file or the reduction of active slaves increase the applications
execution time especially when remains active only one node. Also the execution
16
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Figure 9: Execution time of Hadoop applications with 11 GB input file.

Figure 10: Execution time of Map and Reduce phases for two different applications.
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Figure 11: Mean execution time of all Hadoop applications.

Figure 12: Execution time of Spark applications with 1.1 GB input file.
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Figure 13: Execution time of Spark applications with 5.5 GB input file.

Figure 14: Execution time of Spark applications with 11 GB input file.
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time differs from application to application due to different computing needs.

Figure 15: Spark on YARN and Spark standalone.
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In addition we executed the find topten requests application with the same
input file in the same cluster but in a different way in order to highlight the
differences in execution time. Figure 15 shows how the execution time is affected depending on whether the application runs on YARN or standalone.
The execution of Spark applications on YARN offers additional features such
as monitoring, dynamic resource management of the cluster, security through
Kerberos protocol, possibility of parallel execution of various tools (e.g. MapReduce, Hive) and other features that are not supported by the standalone mode.
However, we see that in Figure 15 the execution of the applications on YARN is
quite slower than standalone; this happens because YARN has a quite complex
resource management and scheduling. Also as shown in Figure 15, there are
two types of YARN modes. In cluster-mode the driver runs in a process of the
master who manages YARN. On the contrary in client-mode the driver runs on
clients process [53].
In Figure 15 we see a direct comparison of mean execution time of Hadoop
and Spark similar applications, for different data inputs, with different number
of slave nodes. Is clear that Spark applications with the same input and number
of slave nodes are much faster than similar Hadoop applications with the same
options.
From Figure 15 is clear that Spark is faster in every case. However is
interesting to study how Spark will perform with much less available memory
resources. We configured our cloud with less memory (1 GB per node) and
we ran again the count error application with input file of 1.1 GB and 11 GB.
We took the measurements that appeared in table 2. And in this case Spark
is faster than Hadoop. Spark achieved almost the same execution time as with
the larger memory which was quite unexpected. This may happened because
20
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Figure 16: Mean execution times of Hadoop and Spark similar applications.

Spark uses techniques like lazy evaluation nad it claims that it can be up to ten
times faster only by using the disk.
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6.1.3. SQL-type execution times
Figure 16 presents the execution times of Hadoop Hive and Spark SQL
that are used for SQL-type querying. For these experiments Spark SQL ran
in standalone mode and the execution time of Spark SQL queries improved
significantly when the table was saved in main memory. Figure 16 shows the
execution time of the same SQL code that was executed in both Hive and Spark
SQL and counts the errors in a log file. After experiments we concluded that
Spark SQL is much faster than Hive. This happens because Spark SQL has a
set of techniques to prevent reads and writes to disk storage, caching of tables
in memory and optimizing efficiency.
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6.1.4. Overall execution time results
Various measurements have shown how the size of the input file, the type of
running application and the number of available nodes in the cluster affect the
total execution time. To directly compare the two frameworks we developed two
same applications and SQL queries that executed on both frameworks. The first
application is about error counting and the second is about error finding. Figure
17 shows the execution times for the first application, for both frameworks, for
input files of 1.1 GB, 5.5 GB and of 11 GB. Spark is the fastest, follows the
Spark SQL, and then the Hadoop MapReduce and Hive with big difference in
execution times. These results are in complete agreement with what has been
previously described and confirm that Spark in most cases is quite faster than
Hadoop. The same conclusion is drawn from Figure 18 that shows the execution
times of the second application for both frameworks.
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Hadoop
cluster
with
1 GB
memory
per
node
60 seconds
221
seconds

Spark
cluster
with
6 GB
memory
per
node
20 seconds
58 seconds

Hadoop
cluster
with
6 GB
memory
per
node
45 seconds
176
seconds
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Table 2: Execution times of count error application for different memory configuration
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Except of the execution time, we also studied the internals of each query
in order to identify some interesting characteristics of these applications. The
applications that we developed are mainly I/O intensive and the number of bytes
that been read from the HDFS are a little more than the actual log file and the
written bytes are in general a few hundred bytes. Also as it was expected the
number of maps is bigger than the reducers because is driven by the number of
HDFS blocks in the input files. Furthermore we confirmed that in all cases the
tasks are data-local task, that means that the block is physically on the same
node like the computation. This happens because in the initial cluster setup we
changed the replication factor to the number of the total nodes and as a result
every node stores all the blocks of every HDFS file.
6.2. Scalability and cost evaluation
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Scalability is the ability of an application to be scaled up to meet demand
through replication and distribution of requests across a pool of resources [73].
This implies that scalable applications only require more computing resources
to meet the additional load rather than other major changes.
Scalability is a critical factor to the success of many organizations because
the resources requirements can vary significantly from time to time. Without
scalable applications and infrastructure an organization has to pay a very high
cost to always maintain the resources to meet the top requirements. On the
other hand, if it reduces the cost to minimal resources then it will probably
emerge performance and operational problems at peak hours.
Cloud Computing is the ideal infrastructure to develop and run scalable applications. By providing on-demand resources like processors, memory, storage
and networking, a user can add or remove any time any kind of resources to
satisfy the current needs. Also because cloud providers follow the pay-as-yougo billing model with per second, minute or hour charges, cloud is very cost
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Figure 17: Execution time of SQL-type queries.
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However, not every application or computing framework is scalable optimized and maybe there are some factors or a point that the additional resources
do not lead to equivalent performance improvement. As a result the evaluation
of scalability of a cloud services is very important and it was studied as a quality attribute in many different ways and in various aspects [74]. We evaluated
Hadoops and Spark’s scalability by investigating how different factors, such as
number of cluster nodes and dataset size affect it.
We performed experiments by executing more than ten different realistic log
file analysis applications in Hadoop and Spark with real log data and we took
measurements for every case. In these experiments we used three datasets of
1.1, 5.5 and 11 GB each, with cluster size variation from one to five slave nodes.
Figure 19 presents the mean execution time of all applications in Hadoop
and how the size of the input file and the number of active nodes in the cluster
affect it. In Figure 20 we see how the same changes in the size of the input
file and the number of nodes affect Spark applications execution time. At first
glance we see in both Figure 19 and Figure 20 that Spark and Hadoop follow
similar pattern although Spark is faster.
In Figures 19 and 20 we observe that for the same number of nodes when
the input file from 5.5 GB increased to 11 GB the execution time almost was
doubled. Also we see that for the two biggest files when the number of nodes
dropped from four to two, the execution time almost was doubled too. On the
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Figure 18: Execution time of error counting application and queries in all frameworks.

Figure 19: Execution time of error finding application and queries in all frameworks.
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Figure 20: Mean execution times of Hadoop applications.
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other hand we see a different behavior for the small file of 1.1 GB. This happens
because the file is relatively small and the extra nodes cannot improve further
the execution time.
In Figures 19 and 20 we observe also that especially for the smaller file and
for three to five active slave nodes the total execution time is almost the same.
Although the difference in execution time from three to five nodes is very small
it comes with a big cost. In our study we used a free IaaS (Okeanos) and we
used nodes with same computing and storing capabilities. If we assume that
the renting cost for every node is the same, it seems reasonable to make a small
sacrifice in total execution time in order to succeed a big cost improvement.
For the specific log analysis applications we study how we could take advantage of the scalability observations and achieve a significant cost reduction
by accepting a burden in execution time. For the specific infrastructure and
case studies we can achieve a mean 40% cost reduction by accepting a 11-19%
burden in execution time, or 20% cost reduction by accepting a 1-6% burden
in execution time for Hadoop applications. Also for Spark applications we can
achieve a mean 40% cost reduction by accepting a 11-28% burden in execution
time, or 20% cost reduction by accepting a 5-9% burden in execution time for
the different input files.
In Figure 19 we observe also a superlinear speedup from one to two slave
nodes for the 11GB input file. Gunther et al. studied in depth this phenomenon
and they characterized it as quite common performance illusion [75]. After several experiments with Terasort benchmark and Hadoop, they identified an I/O
bottleneck that causes the Hadoop framework to restart the Reduce task file-
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Figure 21: Mean execution times of Spark applications.
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write, which stretches the measured runtimes and leads to superlinear speedup
measurements.
From these experiments we can safely conclude that both frameworks have
great scalability and can handle the increasing computing demands for log file
analysis under the condition that the cost of required additional nodes is affordable. Also we can take into consideration that we can achieve a significant cost
reduction by taking advantage of the utilization measurements.
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6.2.1. Resource utilization
We will compare the resource utilization of the two frameworks by presenting
the experimental utilization results for the same application in both frameworks.
We ran the count error application with input log file of 5.5 GB and we recorded
CPU, main memory, disk and network utilization information per second from
all the nodes of the cluster. We executed the application for different cluster configuration with the same input file and we took the measurements that
appear in Figures 21, 22, 23 and 24.
In Figure 21 we see the mean percentage utilization of the processors of
the cluster for different number of active nodes. We took measurements for
the percentage of CPU utilization that occurred while executing at the user
level (%usr), percentage of CPU utilization that occurred while executing at
the system level (%sys), percentage of time that the CPUs were idle during
which the system had an outstanding disk I/O request (%iowait), percentage
of time spent in involuntary wait by the virtual CPUs while the hypervisor was
servicing another virtual processor (%steal), percentage of time spent by the
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Figure 23: Memory utilization.
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CPUs to service software interrupts (%soft) and percentage of time that the
CPUs were idle and the system did not have an outstanding disk I/O request
(%idle). In this figure we observe that the two frameworks have almost the same
behavior and the CPU utilization gets higher when remains only one active slave
node.
In Figure 22 we see the KiloBytes of memory needed for current workload
in relation to the total amount of memory. By this way we can clearly see that
Spark does better memory usage than Hadoop does. As we mentioned before
Spark uses more effectively the main memory and achieves better performance.
In Figure 23 we see the mean number of KiloBytes received (rxkB/s) and
transmitted (txkB/s) per second. We observe that Spark uses on average more
network resources than Hadoop does. This is reasonable because Spark processes the same amount of data and makes almost the same network transfers
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Figure 24: Network utilization.
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as Hadoop but in significantly less time.
Finally in Figure 24 we see the mean number of total reads (rtps) and writes
(wtps) requests per second that were issued to the disk. In first look we see that
on average Spark uses disk more than Hadoop does, which is quite strange. This
may happens because in our experiments Spark processes the same amount of
data and makes the same disk accesses as Hadoop but in significantly less time.
Also we observe that the majority of requests in both frameworks are read
requests; this may vary from application to application and happens to the
specific occasion because we measure the mean disk usage of a word count type
application.
Also from these experiments we see that Hadoop is much more resource saving, which means that in a cloud environment it could allow other co-executing
applications to run without interference. So we ran at the same time a Hadoop
and Spark application at the same cluster to study how the performance of the
one is affected by the other. We executed the count error application with input
files of 1.1 GB and 11 GB with five active slave nodes, the results are in Table
3. We observed that when we ran together the two applications, Hadoop’s execution time is better than Spark’s execution time. This happens because Spark
is more resource consuming and when executed with other application does not
have enough resources to perform optimally.
6.2.2. Power Consumption
Ideally for accurate monitoring of power consumption every node of the
cluster should be measured by physical watt-meters. Nevertheless due to the size
of cloud computing infrastructures, the virtualization techniques and the special
features of cloud computing frameworks, monitoring of power consumption is
not a trivial task.
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Figure 25: Disk utilization.

Input file

Spark alone

Hadoop alone

Spark execution times with Hadoop

1.1 GB
11 GB

20 seconds
58 seconds

M

Table 3: Execution times of count error application for different memory configuration.

240 seconds
570 seconds
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45 seconds
176 seconds
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To evaluate and compare the power consumption of Hadoop and Spark we
requested from our IaaS provider (Okeanos) to physically monitoring our computing resources power consumption but as we are told this was infeasible. As
we could not get any power consumption data to make a power consumption estimation, we used a power consumption model to predict it. Because all worker
nodes in our cluster are homogeneous we made the assumption that same tasks
in different nodes consume the same power and that the number of VMs is
the same on every physical machine. For example we assume that reading and
writing to memory or disk consume the same energy in every node.
In our case every node has the same components but this is not the case in
many cloud infrastructures, study [76] from Google claims that there are more
than ten generations of physical machines with different specifications in its
production cluster. Also the number of VMs on a physical machine can differ
also, with much higher energy consumption when the number of VMs configured
on a physical machine increased [77].
There are a lot of studies that investigated how components like the CPU,
memory, network interfaces and disk affect power consumption [78]-[84]. The
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CPU is considered the most power demanding component. There are detailed
analytical power models like [85] which are real-time and highly accurate, but
are not so general and portable because they are based on microarchitectural
knowledge of a particular processor. Also these models rely on the assumption
that CPU is the main power consumer, which is invalid for workloads that
involve a large amount of I/O activity, as in the case of MapReduce [86].
Many studies are based on the correlation between power consumption and
resource utilization. Like Lee and Zomaya [94] that in their model assume that
the relation between CPU utilization and energy consumption is linear. Chen
et al [89] propose a linear power model too. Their model take into consideration the power consumption from individual components to a single work
node. Joulemeter [90] monitors the resource usage of VMs and then converts
it to energy consumed based on the power model of each individual hardware
component.
Bohra et al. [86] also proposed a power consumption model that is based
on the correlation between the power consumption and components utilization.
The authors proposed a four-dimensional linear weighted power model (eq. 1)
for the total power consumption.
Ptotal = c0 + c1 PCPU + c2 Pcache + c3 PDRAM + c4 Pdisk

(1)

M

In eq. 1 the PCPU , Pcache ,PDRAM and Pdisk are specific performance parameters for CPU, cache, DRAM and disk, and c0 , c1 , c2 , c3 , c4 are weights.
In [87] Chen et al. modified the proposed model of Bohra et al. to the
following model:
(2)
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Ptotal = Pidle + c1 PCPU + c2 PHDD
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We also further modify the Chen et al. model by adding the contribution of
network hardware and the model transformed to eq. 3.
(3)

CE

Ptotal = Pidle + c1 PCPU + c2 PRAM + c3 PHDD + c4 PNetwork

AC

To compare Spark and Hadoop-MapReduce power consumption we applied
our proposed model based on the CPU, memory, disk and network utilizations.
We assumed that the hardware weights are the same for Hadoop and Spark
applications. Based on the utilization measurements for the count errors application with input file of 5.5 GB and five slave nodes cluster, we found the
relationships of power consumption of Hadoop and Spark for the specific configuration (eq. 4) .
PS = PCPUHadoop + 1.9PRAMHadoop + 3.8PHDDHadoop + 1.9PNetworkHadoop (4)
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Where PS is the Spark power consumption, PCPUHadoop is the cpu power consumption of Hadoop, PRAMHadoop is the memory power consumption of Hadoop,
PHDDHadoop is the disk power consumption of Hadoop, and PNetworkHadoop is the
network power consumption of Hadoop.
Subsequent studies like [91] proved that there is no linear relationship between CPU utilization and power consumption, as considered in several works
[92], [93]. They conducted experiments and they found that utilization has an
impact on power consumption but the impact is not linear in all cases. The
relation can be linear if the type of workload is the same and the external
environment is the same also.
Also study [91] showed that the energy used with the different ethernet link’s
data rates are not proportional to utilization. The authors even indicated that
for some network devices, moving data consumes less energy than doing nothing.
So, their findings are opposite to other studies like [94] which stated that switch
power consumption depends on the number of sent bits.
The modeling of the energy consumption of cloud infrastructure is a complex
task depending on various contexts (e.g. rack position ). It is a hot topic with
several studies and many of them are in conflict. As future work we could
further improve our proposed model and validate it by using physical wattmeter measurements.
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We experimentally compared Hadoop and Spark and we evaluated the performance of them by investigating the execution time, scalability, resource utilization, cost and power consumption. From these experiments we concluded
that Spark outmatch Hadoop in almost all cases. However Hadoop-MapReduce
was built for batch processing and it is more suitable and cost-effective for truly
Big Data processing.
From our application developing experience with Hadoop and Spark, we
found that Spark applications are more easily to develop than Hadoop MapReduce. Spark has also build-in modules for stream processing, machine learning
and graph processing that can been combined in the same application. For these
reasons Spark can be used for more complicated and powerful applications.
Also with our experiments we demonstrated that Hadoop and Spark can
coexist in the same cloud infrastructure and access and process the same HDFS
data without any problem. According to the needs, the size of the data and
available resources, a user can select Spark or Hadoop to process the HDFS
data or even he can choose to run both of them at the same time.
7. Conclusions
In this work we studied the analysis of log files with the two most widespread
frameworks in cloud computing, the well-established Hadoop and the rising
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Spark. In order to evaluate the performance of the frameworks we developed,
executed and evaluated the performance of realistic log analysis applications in
both of them.
Hadoop is one of the first frameworks for cloud computing, is widely known
and is used for years by many big companies. Over the years Hadoop evolved
and improved in order to meet the new era needs. These new needs led also to
the creation of Spark. Spark is faster and more flexible than Hadoop. Spark
achieved to dramatically reduce the execution time by saving the intermediate results in memory instead of the disk. Also, Spark except of MapReduce
functions, supports a wide range of new capabilities that can be combined to
generate new hitherto been impossible applications.
We conducted several experiments with different number of slave nodes, size
of input file and type of application in order to confirm Sparks best performance.
Initially we studied the total execution time of Hadoop and Spark log analysis
applications and we analyzed the factors that affect it. We found that Spark due
to the effective exploitation of main memory and the use of efficiency optimizing
techniques is faster than Hadoop in every case.
Also as both frameworks were originally designed for scalability we conducted experiments in order to test the scalability of the two frameworks. In
the experimental results we observed that the doubling of the active slave nodes
leads almost to the halving of total execution time and the doubling of the input
file leads almost to the doubling of total execution time for both frameworks.
With these observations we made some cost estimations for the two frameworks
and we investigated how we can achieve a significant cost reduction by accepting
a burden in execution time.
Finally we took measurements related to the mean resource utilization of the
cluster. From the various experiments we concluded that Spark has a higher
mean utilization of the available resources compared to Hadoop. As it was
expected Spark has higher memory utilization than Hadoop because saves intermediate results to memory. Also we found that Spark has a higher mean
disk and network utilization which was quite unexpected. These unexpected
experimental results can be explained by the fact that Spark processes the same
amount of data but in significantly less time than Hadoop does and this leads
to larger mean values of utilization related parameters. We also proposed a
power consumption model and bu using the utilization measurements we compared the power consumption of the two frameworks under specific experimental
configuration.
The overall experiments showed Sparks best performance. However, the
applications were implemented in such a way to make possible the comparison
between the two frameworks. As future work could be implemented applications
that make full use of Spark capabilities in order to evaluate the performance of
the framework for more complex log analysis applications.
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